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IRCA Certified ISO 27001
Information Security Management Systems

Lead Auditor Training
(Approved by NTTS,
each participant can get 50% of Course Fee Reimbursed)

Information security management systems (ISMS) are intended to provide
organisations with the elements of an effective information security system in order
to achieve the best practice in information security and to maintain economic goals.
ISO 27001 also provides requirements for ISMS to enable an organisation to
establish, implement, operate, monitor, review, maintain and improve a
documented ISMS within the context of the organisation’s overall business risks.
This course will equip delegates with knowledge and skills required to perform
audits of information security management systems against the national and
international specifications, standards, statutory requirements and regulations.

Objectives * Explain the purpose of an information security management system (ISMS) and

explain the processes involved in establishing, implementing, operating and
monitoring, reviewing and improving an ISMS as defined in ISO 27001:2005,
including the significance of these for ISMS auditors;

* Explain the purpose, content and interrelationship of ISO 27001:2005, ISO/IEC
17799 and ISO 19011, ISO/IEC TR 13335 Parts 3 and 4 (GNITS), EA 7/03 and the
legislative framework relevant to an ISMS;

« Explain the role of an auditor to plan, conduct report and follow up an ISMS audit in
accordance with ISO 19011

* Introduction to Information Security Management Systems

+ ISO 27001:2005 — Overview and Clauses 4, 5, 6, 7, 8 and Annex A
* Risk Assessment Tools and Techniques

*» Process-Based ISMS

* Accreditation, Certification and Auditor Competence

* Planning, Preparing and Conducting the Audit

Course Outline

Who Should Attend Those intending to acquire the competence to audit an organization's ISMS to meet
the requirements of ISO 27001:2005, either as third or second party auditor.
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Course Date: []12-16 Oct

Speaker: IRCA approved ISMS Lead Auditor Course Lead Tutor, itSMF
approved ITSM Lead Tutor and Auditor, ITIL Trainer, IT Program
Manager in IBM China/HK Ltd. He has over 20 years of IT working
experience including IT Operation, IT Security, Quality Management
Project Management, Process Management, Infrastructure Support
and Disaster Recovery.

Information

Medium: Cantonese supplemented with English material
Venue: SGS Hong Kong Ltd. — Shatin / Admiralty Training Centre (TBC)
Fee: HK$12,000/$10,800*/$10,800** per participant

- Successfully Apply NTTS, course fee is $6,000 / *$5,400 per person
(Include training materials & lunch)

* Discount is offered to SGS certified clients or for groups of 3 or more

** Early Bird Price is offered to all enrolment made one month prior to the course

Certification Delegates who successfully completed the course and passed the continuous
assessment & written examination will be issued a Certificate of Successful
Completion by IRCA, which designate fulfillment of the training requirements for
IRCA ISMS Auditor/Lead Auditor registration.

Enrolment Please fill in the below registration form and send the completed form with a cross cheque
payable to “SGS Hong Kong Ltd.” 2 weeks before the course and mail to: SGS Hong
Kong Limited. 28/F, Metropole Square, 2 On Yiu Street, Siu Lek Yuen, Shatin, N.T
(Attention to: Ms. Man, CDTS Division)

For Enquiry and Reservation:
Tel: 3543 7900 (Ms. Man), E-mail: hk.cdis@sgs.com, Fax: to 3158 2622. Web site: hk.sgs.com/training

“IRCA Certified ISO 27001 Information Security Management System (ISMS)
Lead Auditor Training” (Course Code: IS/7)

Company:

Contact Person: Tel: Fax:

Address: E-mail:

Q. How do you know about this course? 7 Newspaper o Web site o Friends g Others
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Mr./Ms./Mrs.

Mr./Ms./Mrs.

Total:

Terms & Conditions: In case of any dispute arising, the decision of SGS shall be final.
If you do not want to receive any information from us, please fax to us at (852) 3158 2622



